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Quality assurance of deep neural networks (DNN5s) is crucial for the deployment of DNN-based software,
especially in mission- and safety-critical tasks. Inspired by structural white-box testing in traditional software,
many test criteria have been proposed to test DNN, i.e., to exhibit erroneous behaviors by activating new test
units that have not been covered, such as new neurons, values, and decision paths. Many studies have been
done to evaluate the effectiveness of DNN test coverage criteria. However, existing empirical studies mainly
focused on measuring the effectiveness of DNN test criteria for improving the adversarial robustness of DNNs,
while ignoring the correctness property when testing DNNs. To fill in this gap, we conduct a comprehensive
study on 11 structural coverage criteria, 6 widely-used image datasets, and 9 popular DNNs. We investigate
the effectiveness of DNN coverage criteria over natural inputs from four aspects: (1) the correlation between
test coverage and test diversity; (2) the effects of criteria parameters and target DNNs; (3) the effectiveness
to prioritize in-distribution natural inputs that lead to erroneous behaviors; and (4) the capability to detect
out-of-distribution natural samples. Our findings include: (1) For measuring the diversity, coverage criteria
considering the relationship between different neurons are more effective than coverage criteria that treat each
neuron independently. For instance, the neuron-path criteria (i.e., SNPC and ANPC) show high correlation
with test diversity, which is promising to measure test diversity for DNNs. (2) The hyper-parameters have a big
influence on the effectiveness of criteria, especially those relevant to the granularity of test criteria. Meanwhile,
the computational complexity is one of the important issues to be considered when designing deep learning
test coverage criteria, especially for large-scale models. (3) Test criteria related to data distribution (i.e., LSA
and DSA, SNAC, and NBC) can be used to prioritize both in-distribution natural faults and out-of-distribution
inputs. Furthermore, for OOD detection, the boundary metrics (i.e., SNAC and NBC) are also effective indicators
with lower computational costs and higher detection efficiency compared with LSA and DSA. These findings
motivate follow-up research on scalable test coverage criteria that improve the correctness of DNNs.
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1 Introduction

Deep learning (DL) has experienced spectacular progress in a variety of real-world applications,
such as speech recognition [12], computer vision [98, 99], and games [69]. With the rapid de-
velopment of DL techniques, they are increasingly applied in mission- and safety-critical tasks.
Unfortunately, the occurrence of safety issues has raised a big concern about the reliability of
DL systems, especially when deployed in safety-sensitive scenarios, such as autonomous driving
[6, 54] and medical treatments [53].

In the software engineering community, there is a growing trend to test [47, 62], analyze [20], and
debug [48] DL systems for safety assurance. Inspired by the successful experiences of testing tradi-
tional software, many well-established techniques have been adapted to test deep neural network
(DNN)-based software, such as metamorphic testing [75, 97], mutation testing [57], and fuzzing [62,
86]. Inspired by the white-box testing, many researchers proposed to test the internal states of DL
systems [21, 25, 40, 55, 56, 58, 64, 73, 75, 77, 86]. Multiple test coverage criteria have been proposed
specialized for DL systems, e.g., neuron coverage (NC) [64], Modified Condition (MC)/Decision
Coverage (DC) variants [73], k-multisection NC (KMNC) [56], importance-driven coverage
(IDC) [25], and surprise coverage (SC) [40]. These coverage criteria are typically designed based
on neurons, the smallest units in DNNs, and are used as guidance to generate tests that may
expose erroneous behaviors [75, 86]. The intuition behind is that one can hardly find hidden defects
regarding certain neurons if no tests activate these neurons. Based on these criteria, some studies
apply coverage-guided fuzzing on DL systems to produce large amounts of failures [62, 86, 97].

Despite the progress of DL testing, the practical use of structural coverage criteria for DL systems
is ambiguous. A few studies started to investigate the correlation between structural coverage and
the robustness of DL systems. Specifically, Li et al. [46] argued that structural coverage criteria could
be misleading since the failures generated by coverage-oriented fuzzing are similar to adversarial
samples. Harel-Canada et al. [28] found that NC is not strongly correlated with the success rate of
adversarial attacks. Dong et al. [18] conducted a correlation analysis between structural coverage
metrics and robustness metrics, and concluded that there is a limited correlation between structural
coverage and the robustness of DNN-based software. Yan et al. [88] found that adversarial samples
may not lead to high coverage, and coverage-oriented adversarial attacks usually add human visible
perturbations compared to existing attacks.

Robustness and correctness are two different DNN properties which are relevant to erroneous
behaviors and thus should be tested before deployment [95]. However, previous empirical studies
on DNN test criteria mainly focused on measuring the effectiveness of these criteria for improving
the adversarial robustness of DNNs, while ignoring the correctness property when testing DNNs
[18, 46, 88, 90]. In this article, we present the first empirical study toward the practical use of 11
DNN test coverage criteria on testing model correctness when faced with natural inputs. Since
DNN coverage criteria were inspired by structural coverage testing in traditional software, two
natural research questions are whether high coverage indicate high test input diversity and how
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Fig. 1. Overview of our study.

existing DNN criteria are affected by their hyper-parameters. As shown in Figure 1, we first answer
two fundamental questions:

—RQ1: Are DNN coverage criteria useful indicators of the input diversity from the perspective
of the distances between test inputs?

—RQ2: What are the effects of criteria parameters and target models on the effectiveness of
DNN coverage criteria?

Based on the answers to RQ1 and RQ2, we further investigate the effectiveness of DNN coverage cri-
teria on detecting natural inputs that lead to erroneous behaviors. We categorize such natural faults
into two groups, i.e., in-distribution (ID) faults and out-of-distribution (OOD) samples. Aiming
at the two types of natural faults, we further investigate the effectiveness of test criteria on two appli-
cations, i.e., test prioritization and OOD detection. Specifically, we answer the following questions:

— RQ3: Are structural coverage criteria useful metrics to detect ID natural faults and guide test
prioritization?
— RQ4: Can structural coverage criteria be used to detect OOD samples?

Through the answers to RQ3 and RQ4, we study whether existing test criteria can be used to
detect natural faults and thus improve the generalization ability of DNNSs. Since previous studies
on these criteria conducted most experiments on DNN-based image classifiers, to conduct a fair
comparison, we exploited nine popular image classifiers and six image datasets that have been
widely used in previous studies [18, 23, 25, 40, 56, 62, 86]. With an in-depth analysis of 11 structural
coverage criteria, we aim to characterize the practical use and limits of these criteria, and find
that (1) some criteria (i.e., NC, KMNC, Top-k NC (TKNC), and IDC) can be used to evaluate the
diversity of natural inputs from the perspective of their distances, while having little correlation
to the fault-detection capability of natural faults; (2) only the surprise adequacy (SA) metrics
[40] can be used for test prioritization with the average percentage of fault detection (APFD)
ranging from 62% to 99%, outperforming the state-of-the-art baselines; (3) both the SA metrics
[40] and the boundary coverage metrics [56] are useful indicators of OOD samples; and (4) the
hyper-parameters of existing criteria have a significant impact on their effectiveness, and the
scalability of these criteria on medium- and large-scale DNNs is questionable. Our findings enable
some follow-up research to construct trustworthy DNN-based software, e.g., confidence prediction,
test prioritization, and the evaluation of test adequacy. Our study also reveals that structural
coverage criteria based on the neuron values of a given test (e.g., NC [64]) are less effective than
those based on the data distribution of the training and testing data (e.g., SA [40] and boundary
coverage metrics [56]). Hence, it is desirable to propose more suitable and computationally feasible
test criteria for DNN-based software.
In summary, we made the following contributions in this article:

—To the best of our knowledge, we present the first empirical study on DNN coverage criteria
from the perspective of their capability over natural inputs.
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—The findings reveal that despite some correlation with test diversity (i.e., the distances between
test inputs), neuron-based criteria are less indicative of natural faults than criteria based on
the distributions of training and test data. The hyper-parameters of criteria have a significant
impact on their effectiveness. So far, test criteria with computational feasibility are still
desirable.

—The findings of our study shed light on better criteria that are more scalable and suitable for
DNN-based image classifiers, and enable follow-up research, such as confidence prediction,
test prioritization, and the evaluation of test adequacy.

2 Background

In this section, we briefly review relevant preliminaries, including DNNS, test coverage criteria for
DNNs, and OOD detection.

2.1 Image Classification

DNNs have exhibited their great power in learning high-level representations from raw inputs,
e.g., images and videos. Unlike traditional software whose decision logic is explicitly written by
developers, DNNs follow a data-driven learning procedure of machine learning techniques. With
well-designed architectures, proper optimization strategies, and a large set of training data, a DNN
is capable of learning high-dimensional distributions of input data and accomplishing prediction
tasks.

Image classification is one of the most important application tasks of DNNs. With the development
of DL, researchers have proposed a series of classical network structures. LeCun et al. [41] first
proposed LeNet-5, which was the first structure to apply the convolution kernel to the DNN
models. LeNet-family is the simplest convolutional neural network structure. LeNet-5, for example,
which contains only three convolution layers, two pooling layers, and one fully connected layer,
can still achieve 99% Accuracy on MNIST dataset. VGG [70] is one of the representatives of the
deep convolution network, replacing the large convolution kernel with a combination of multiple
small convolution kernels. This property not only reduces the model parameters but also increases
the nonlinear transformation in the model. Resnet [29] is one of the representatives of module
innovation. The residual blocks in ResNet benefit the training of deep networks with many layers.
With the increasing application of neural networks, the lightweight model which requires less
resources attracts more attention. For example, by applying the depthwise separable convolution,
MobileNet [33] greatly reduced the number of model parameters and computational cost.

2.2 Test Coverage Criteria for DNNs

So far, structural test coverage has been widely adopted as an indicator of test adequacy in traditional
software. Recently, there has been a growing interest in proposing coverage criteria specialized for
DNNs. As neurons are the basic computing units of DNNs, the importance of neuron activation is
highlighted to capture the internal states of DNNs. We present definitions and formulas for popular
coverage criteria used in the study below.

Definition 2.1. Let N = {ny, ny, ...} be a set of neurons of a DNN. Let D = {x1, x3, ...} be the test
cases in test set D, we use ¢(x, n) to denote a function that returns the output of a neuron n € N
under a given test input x € D. Let DNN have [ layers and L; denote the set of neurons on the ith
layer (1 < i < ). Giving a training set T, high,, and low, denote maximum and minimum values of
¢(x, n) for all x in T, respectively.

Neuron-based criteria. Structural coverage criteria are proposed based on the outputs of neurons.
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—NC [64], which measures the ratio of the number of activated neurons to the total number
of neurons in a target DNN. A neuron is considered activated if its value is greater than a
predefined threshold ¢. NC of a test suite D is computed as NC(D, t) = w

—KMNC [56], divides each neuron’s value range into k sections, and measures how thoroughly

the given set of test inputs D covers the range [lowy, high,]. KMNC of a test suite D is
computed as KMNC(D, k) = Znen I1S] lle[l’lﬁ’li’fl):mx’")esi H
values in the ith section for neuron n.

—TKNC [56], which measures the ratio of neurons that have once been one of the top-k active

neurons in a layer. TKNC of a test suite D is computed as TKNC(D, k) = HU’“D(Ulfﬁf topk (i) ,

where i denotes the layer and topy (x, i) denotes the neurons that have the largest k outputs
on that layer given a test input x.

—IDC [25], which identifies important neurons by the causal relationship between neurons and
model behaviors, and measures the ratio of combinations of important neuron clusters covered

by a test set. IDC of a test suite D is computed as IDC= HINCC(j)|3xeD:YV, GlllNNcccc(lj) min(d(§ Gen)).Va )l ,

where important neuron cluster combinations (INCC) contain all combinations of impor-
tant neuron clusters. Let J denote the total number of these combinations. The term INCC(j)
denotes the jth combination of important neuron clusters, where j ranges from 1 to J. The
combination INCC(j) is covered if there exists a sample y in the test suite Y that covers all
clusters in INCC(j).

, where S! denotes the set of

Boundary coverage criteria. Inspired by boundary testing, some criteria measure the coverage of
corner regions that are beyond the training set. The set of covered corner-case regions is defined
as: UpperCornerNeuron = {n € N|3x € D : ¢(x,n) € (high,,+0)}; LowerCornerNeuron = {n €
N|3x € D : ¢(x,n) € (—oo,lowery)}.

—Neuron boundary coverage (NBC) [56], inspired by traditional boundary testing, measures
the ratio of corner-case regions (i.e., values higher than the upper boundary or lower than
the lower boundary) that have been covered. NBC of a test suite D is computed as NBC =

|UpperCornerNeuron|+|LowerCorner Neuron|
2X|N]| '

—Strong neuron activation coverage (SNAC) [56], which measures the ratio of covered
corner-case regions only with regard to the upper boundary. SNAC is computed as SNAC =
|UpperCornerNeuron|

[N )

Surprise coverage criteria. SA [40] aims to measure the relative surprise of a new test with respect
to the training set. It measures the difference between the behaviors of the input and the training
set. Kim et al. [40] proposed two SA and adopted corresponding SA criteria (SC).

Definition 2.2. Similar to KMNC, given the SA value of a test set D, SC can be calculated by
dividing the range of training set SA into k buckets, We use Upign, Ujo., to represent the upper
and lower bounds of the SA value of the training set. U; denotes the set of values in the ith

section, and SA(x) denotes SA values for a test case x. SC for a set of inputs D is defined as
SC(D) — [{i|3xeD:SA(x)€eU,;}| ]

n

—Likelihood-based surprise coverage (LSC) [40]. Likelihood-based SA (LSA) uses kernel
density estimation (KDE) to estimate the probability density of each activation value, so as to
obtain the surprise of a new input. LSA is computed as LSA = —log(m Yxer Ku(an, (x)-

an;, (x;))). Unlike LSA which describes the SA of a single input, LSC computes the coverage
over the LSA value regions for a test suite. Specifically, to calculate the LSC of a test suite, the
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LSA values of all training inputs are first obtained. Then, the value range of LSA is divided

into k segments. LSC measures the ratio of covered segments in the test suite.
—Distance-based surprise coverage (DSC) [40]. Distance-based SA (DSA) calculates the

Euclidean distance [13] between the activation traces of a new test and the training set. DSA
is computed as DSA = %. DSC divides the range of DSA values into k segments

and measures the coverage over these DSA segments.

Neuron path coverage criteria. Inspired by the control flow graph in traditional software, neuron
path coverage criteria measure the coverage of decision logic paths in DNNs. To obtain decision
logic paths, these criteria identify important neurons and connect the important neurons in each
layer to obtain critical decision path. These paths are further clustered into abstract paths, on this
basis neuron path coverage criteria calculate the ratio of covered abstract paths.

—Structure-based neuron path coverage (SNPC) [85], which is designed based on the

control-flow of the DNN (i.e., neurons in the path). Suppose Gr(x) = {ﬁg(x)’l, ...,ﬁé(x)’k} is

the set of abstract paths that are extracted from clusters of the class f(x). bi 5 is the covered
bucket of the distance value between the test path and abstract paths. SNPC is defined as
I{b! ,|VxeDVHeGy(x) VIES}|
SNPC(X) = — :
K 1plm
—Activation-based neuron path coverage (ANPC) [85], which considers the dataflow, i.e.,
{dl, ,|Vx€D,VpeGr(x) VIEf}|
nk,|pl.m ’
where dJIC 5 denotes the distance, d)l( 5 is the weighted distance of the neuron activation value

of bl ..
x.p

the neuron outputs in the path. ANPC is computed as ANPC(X) =

Black-box coverage criteria. DL black-box coverage criteria are inspired by traditional black-box
testing in software testing. As an evaluation metric that does not rely on DNN structure and has
low testing cost, black-box coverage criteria is often based on the distribution of training data and
testing data.

—Manifold combination coverage (MCC) [7], which maps the input space into a low-
dimensional space via an encoder and decoder function, measures how well the low-dimensional
space is covered by the test samples. The encoding function g : X — R? is defined to encode
the input space X into a d-dimensional space. Based on the bening function qg ‘R > ZZ , The
k-section d-dimesional MCC of a test suite D is computed as MCC(D, k,d) = |{p,‘j(q(x))|x €
D}|/k%. Based on the experimental setup of Byun et al. [7], we set the hyperparameters k=6
and d=7 in all experiments.

2.3 OOD Detection

Traditional machine learning models are trained based on the close-world assumption, where the
test samples are assumed to be independent and identically distributed (I.I.D.) to the training
data, i.e., ID samples [22]. However, in an open-world scenario, tests can be OOD, which means the
distribution of these test samples is different from that of the training data [19]. The distribution
shifts are usually caused by semantic shifts [31] or covariate shifts [4]. As the OOD samples are
usually unknown to the target model during inference, the model often fails to identify OOD
samples and make correct predictions.

Detecting OOD samples is crucial for the safety of DL systems [76, 89]. Formally, let X and Y
be the input space and the label space respectively for training a model. The data distribution (ID)
is formulated as a joint probability distribution P(x, y) over the space (X X /), where x € X and
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Table 1. Datasets, DNN Models, and Training Statistics

Dataset DNN Model #Neurons #Layers Accuracy Optimizer Init. LR #Epochs

LeNet-1 26 7 98.56% Adadelta default 10

MNIST [14] LeNet-4 126 8 98.32% Adadelta default 10

LeNet-5 246 9 98.93% Adadelta default 10

ResNet-20 1,194 20 84.16% Adam 0.1 176

CIFAR-10 [1] ResNet-50 3,210 50 86.69% Adam 0.1 155
MobileNet 13,005 90 82.84% Adam 0.1 161

VGG-13 7,524 13 41.09% SGD 0.01 194

CIFAR-100 [1] VGG-16 10,084 16 44.11% SGD 0.01 174
VGG-19 12,644 19 51.29% SGD 0.01 183

y € Y. 00D detection aims at detecting test samples that come from a shifted distribution from
the ID samples, i.e., P'(x,y) # P(x,y).

3 Empirical Study

In this section, as shown in Table 1, we conduct a comprehensive empirical study based on 6
widely-used datasets (i.e., MNIST, CIFAR-10, CIFAR-100, FashionMNIST, LSUN, and SVHN) and 9
popular image classifiers (i.e., LeNet-1, LeNet-4, LeNet-5, ResNet-20, ResNet-50, MobileNet, VGG-13,
VGG-16, and VGG-19) to investigate the practical use of 11 test criteria, aiming to answer the four
research questions mentioned in the Introduction. All the experiments are conducted on an Intel(R)
Xeon(R) Gold 6240 CPU @ 2.60GHz and an NVIDIA Quadro RTX 8000 GPU.

3.1 Data Preparation

The detailed information of datasets and DNN models used in our study is shown in Table 1. For
RQ1, RQ2, and RQ3, we implemented nine DNN models on three popular image datasets (i.e.,
MNIST, CIFAR-10, and CIFAR-100), which have been widely-used by previous studies [56, 86].
MNIST is a widely-used recognition dataset, which contains 60,000 training samples and 10,000
test samples in 10 classes (digits from 0 to 9). CIFAR-10 and CIFAR-100 are two labeled subsets of
Tiny ImageNet [2]. CIFAR-10 consists of 60,000 general color images in 10 classes, where 50,000
are for training and 10,000 are for testing. CIFAR-100 has 100 classes, each of which contains 500
training images and 100 testing images.

To conduct a fair comparison, we follow previous studies that proposed or evaluated the same test
coverage criteria as this article [3, 5, 23, 25, 28, 36, 56, 64, 73, 79, 85, 86, 88]. Specifically, for the MNIST
dataset, we use three LeNet models (i.e., LeNet-1, LeNet-4, and LeNet-5) to represent the simple
linear models. For the CIFAR-10 dataset, we use two ResNet models (i.e., ResNet-20 and ResNet-50)
to represent residual neural networks and use MobileNet to represent low-parameter models which
are more suitable for embedded applications. For the CIFAR-100 dataset, we use three VGG models
(i.e., VGG-13, VGG-16, and VGG-19) to represent models with small convolutional kernels.

As shown in Table 1, we trained LeNet-1, LeNet-4, and LeNet-5 for 10 epochs with a batch
size of 1,024, and used the Adadelta optimizer with the cross-entropy loss. For ResNet-20, ResNet-
50, and MobileNet, we set the initial learning rate to 0.1 and used the Adam optimizer with the
ReduceLROnPlateau learning rate scheduler. The batch size was set to 1,024, and the maximum
epoch was set to 200. We used EarlyStopping with the patience to be 20. We trained three VGG
models with the stochastic gradient decline (SGD) optimizer and a multi-step learning rate
scheduler. We also set the maximum training epoch to 200 and used EarlyStopping for training.
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3.2 RAQ1. Indicator of Test Diversity

As indicated by the fundamental assumption of structural testing, i.e., higher structural coverage
means higher diversity in the test set [10], we first investigate whether DNN coverage is indicative
of test diversity.

3.2.1 Coverage Profile Dissimilarities between Tests with Different Functionalities. To answer
RQ1, we first investigate whether tests with different functionalities result in different coverage
profiles. Due to the lack of explainability, the functionalities of DNNs can hardly be designated or
numbered. To mitigate this problem, we assume that test inputs with similar contents (e.g., two
images of airplanes) exercise similar functionalities of DNN-based image classifiers. Similarly, tests
with different contents (e.g., an image of a cat v.s an image of an airplane) are assumed to exercise
different functionalities of a DNN classifier.

We study 11 structural coverage criteria mentioned in Section 2.2 with three datasets (i.e., MNIST,
CIFAR-10, and CIFAR-100) and 9 DNN models shown in Table 1. For the models on the MNIST and
CIFAR-10 datasets, we randomly picked 1,000 pairs of tests for each category, and for the models
on CIFAR-100, we chose 100 pairs of tests for each category. Thus we obtained 10,000 pairs of
same-categorized tests in total for each model. To obtain tests with different functionalities, we
randomly picked 10,000 pairs of tests and ensured that tests within each pair belonged to different
categories. We measure the coverage profile dissimilarity between a pair of tests by the Jaccard
distance as Distancef(s,;) = 1 - %, where t; and t; are two tests, and f(-) represents
the function that executes a test and attains a coverage profile with regard to a specific criterion.
Specifically, given a test, a coverage profile is a set of covered test units, such as neurons, values, and
decision paths, which are dependent on the type of test criterion. Given a test x, f(x) represents a
Boolean vector that encodes whether each test unit (e.g., a neuron, a value region, or a path) is
covered or not by the test. We can see the smaller the average Jaccard distances (AVD) of an
input pair is, the more similar coverage profiles they have. We set the hyper-parameters of coverage
metrics mainly according to previous works. Specifically, following DeepXplore [64], we set the
threshold of neuron activation to 0.75 for NC. Based on the experiment of Lei et al. [56], we report
the ratio of neurons that have once been the most active ones in each layer for TKNC. For IDC, we
follow the settings of Simos et al. [25] and set the number of important neurons in each layer to 6.
For KMNC, LSC, DSC, SNPC, and ANPC, we set the number of sections k to 10. The reason is that
when k is too large (e.g., larger than 500), the effectiveness of these test criteria decreases quickly.
For MCC, we follow the settings of Byun et al. [7], where we set the dimension of the encoding
space d to 7 and the number of sections k to 6. The details can be seen in Section 3.3.1.

Results. Table 2 displays the AVDs between the coverage profiles of tests. We use “same” and
“diff” to distinguish AVDs between test pairs that belong to the same and different categories (i.e.,
AVDg4me and AVDy; ¢, respectively). For SNAC and NBC, since tests randomly selected from the
test sets rarely touch corner-case regions (i.e., higher than the upper boundary or lower than the
lower boundary), causing SNAC/NBC to be 0 in most cases. Therefore, we did not show them in
Table 2. Note that LSC for VGG-13 cannot be computed due to the singular matrix of the activation
trace that prohibits the fitting of the Gaussian kernel function. Hence, we use “-” to denote the LSC
values for VGG-13. We compute the experimental results of the MCC separately for each dataset,
as the black-box coverage criterion MCC is solely influenced by the distribution of training data
and the test suite, independent of the model.

Overall, it can be seen from Table 2 that for all DNNs and test criteria, AVDgge is smaller than
AVDy;r in most cases. To conduct a statistical analysis, we generate a p-value from a ¢ test for each
model, which exhibits the significance of the results. It indicates that tests in the same category
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Table 2. Average Jaccard Distance between Coverage Profiles of Tests

\ MNIST | CIFAR-10 | CIFAR-100

Criteria  Cate. |y Net-1 LeNet-4 LeNet-5 | ResNet-20 ResNet-50 MobileNet | VGG-13 VGG-16 VGG-19
Same | 0.146 0.541 0.595 0.756 0.616 0.744 0.802 0814 0.737
NC diff 0.853 0.948 0.965 0.926 0.762 0.913 0.921 0.926 0.925
p-value 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Same 0.719 0.691 0.630 0.810 0.733 0.729 0.853 0.815 0.829
KMNC  diff 0819 0.800 0.756 0.845 0.776 0.803 0.892 0.861 0.897
p-value 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Same 0.233 0.456 0.406 0.720 0.705 0.900 0.819 0.881 0.835
TKNC diff 0.704 0.816 0.774 0.786 0.780 0.961 0.911 0.928 0.942
p-value | 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000  0.000
Same | 0.205 0.179 0.117 0.203 0.280 0.201 0.042 0039 0.004
IDC diff 0.312 0.295 0.265 0.316 0.427 0.374 0.058 0.057 0.007
p-value | 9e-228  0.000 0.000 8e—227 0.000 0.000 6e-16  3e-17  3e-5
Same | 0586 0528 0517 0.726 0.713 0.378 - 0.034 0114
LSC diff 0.684 0.695 0.645 0.744 0.742 0.421 - 0.034 0.117
p-value | 7e-131 3e—204  3e-222 6e—8 6e—26 3e-9 NaN 0.746 0.133
Same 0.614 0.670 0.675 0.817 0.804 0.793 0.497 0.557 0.519
DSC diff 0.676 0.752 0.747 0.821 0.810 0.808 0.508 0568 0.539
p-value | 4e—106 le—206  6e—163 5e—6 3e—13 4e—21 5e—13 4e—10 2e—35
Same 0.662 0.702 0.694 0.877 0.901 0.863 0.933 0.944 0.937
SNPC diff 0.999 0.999 0.999 0.945 0.967 0.941 0.982 0.987 0.984
p-value | 0.000  0.000 0.000 8e-184 0.000 8e-173 le-152  3e-151  2e—164
Same | 0518 0.617 0.693 0.852 0.834 0.838 0887  0.899 0.895
ANPC diff 0.999 0.999 0.999 0.937 0.947 0.931 0.967 0.974 0.973
p-value 0.000 0.000 0.000 9e-113 le-169 le-115 2e—139  1le—134 5e-141

Same 0.834 0.876 0.902

McC diff 0.917 0.929 0.935

p-value 0.000 0.000 0.000

tend to have similar coverage profiles compared to those in different categories. Meanwhile, we can
also observe that different structural coverage criteria have different capabilities in distinguishing
tests in different categories. For example, considering test coverage over LeNet-1, AVDy; is larger
than AVDjgme by 0.7 for NC. However, for IDC in the same model, AVDy; ¢ is larger than AVDygme
by only 0.1. It indicates that in LeNet-1, tests from the same categories are more likely to activate
similar neurons, while those from different categories may activate different neurons, resulting in a
large gap between their NC coverage profiles. Similarly, for TKNC, the gap between AVDgge and
AVDy; is slightly smaller than NC. It indicates that tests from the same categories are more likely
to share the most active neurons in each layer compared to tests from different categories. For two
neuron path coverage, including SNPC and ANPC, the gap between AVD;4p, and AVDy;¢ is more
than 0.4. It shows that test cases in similar categories do have similar coverage paths.

Compared with NC and TKNC, for KMNC, LSC, DSC, IDC and MCC, the AVD;4e and AVDy; ¢
values are close to each other in most cases, so that it is difficult to identify similar/different
behaviors by these criteria. For instance, AVDgg4,e for KMNC ranges from 0.630 to 0.853, and
AVDy;¢ for KMNC ranges from 0.756 to 0.892. The results show that most test inputs have very
different KMNC coverage profiles regardless of their categories. A possible reason may be that
KMNC is too fine-grained (dividing each neuron into a number of sections), and thus can hardly
capture the characteristics of different model behaviors. In contrast, the AVDs of IDC are much
lower than those of KMNC. It indicates that most test inputs cover similar clusters of important
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Table 3. Correlation between Coverage and #Input Categories

Dataset | Model | NC KMNC TKNC IDC | NBC SNAC | DSC LSC | SNPC ANPC | MCC

LN-1 | 0.70 0.87 0.76 0.37 | 0.00 0.04 0.15 0.37 | 0.98 0.90
MNIST | LN-4 | 0.82 0.86 0.87 0.52 | 0.03 0.22 | 0.40 042 | 0.98 0.93 0.67
LN-5 | 0.90 0.89 093 0.72 | 0.00 0.02 0.05 0.08 | 0.97 0.93

RN-20 | 0.63 0.77 0.77 0.62 | 0.01 0.07 0.14 0.05| 0.85 0.68
C-10 RN-50 | 0.55 0.83 0.82 0.40 | 0.00 0.07 024 0.12 | 0.85 0.75 0.54
MNet | 0.79 0.83 0.87 0.67 | 0.04 0.12 0.03 0.11 | 0.74 0.45

The correlation coefficients greater than 0.3 are in bold.

neurons, leading to very small AVDs. We repeated the experiment 30 times to avoid noise in the
measurements. We found that for all test coverage criteria, the variances of Jaccard distances are
smaller than 1e-3, which means the results are stable.

3.2.2 Correlation between Coverage and the Number of Input Categories. To further study whether
test coverage is indicative of test diversity, we conduct a correlation analysis between coverage and
the number of input categories. We conduct experiments on 11 criteria and 2 datasets that contain
10 classes (i.e., MNIST and CIFAR-10). The DNNs used for each dataset are shown in Table 1. We
varied the number of input categories in test suites from 1 to 10. Specifically, given the number
of input categories n, we randomly selected 1,000 test cases from n categories to form a test suite.
Then, we obtained the test coverage and the number of input categories for correlation analysis. For
example, in the case of five input categories, we first randomly selected five categories, and then
randomly selected 200 test samples for each category to obtain 1,000 samples as the test suite. We
repeated this process 30 times to avoid noise and ended up with 30 test suites for each number of
input categories. Finally, we obtained 300 pairs of test coverage and the number of input categories
for each DNN, which were finally used to calculate a correlation coefficient between test coverage
and input categories for each DNN and each criterion.

We adopt three correlation analysis algorithms, i.e., Pearson product-moment correlation [63],
Spearman’s rank order correlation [71], and Kendall’s 7 rank correlation coefficient [39] to measure
the correlations. Since there are no significant differences between the results of the three algorithms,
we only present the results of Kendall’s 7 rank correlation coefficient [39], which has no requirement
of the linear coefficient or the normal distribution of dataset like Pearson and Spearman’s correlation
coeflicients. Note that the hyper-parameters of test criteria are the same as that in Section 3.2.1.

Results. Table 3 shows the correlation coefficients between test coverage and the number of
input categories. The correlation coefficients greater than 0.3 are in bold. As MCC is independent
of the model structure, the experimental results for MCC are specific to each dataset. It can be
seen that for neuron-based criteria (i.e., NC, KMNC, TKNC, and IDC), neuron path criteria (i.e.,
SNPC and ANPC), and black-box criteria (i.e., MCC), test coverage is positively correlated with the
number of input categories. However, for the boundary coverage criteria (i.e., SNAC and NBC) and
the surprise coverage criteria (i.e., DSC and LSC), there is a limited correlation between coverage
and the number of categories within same-sized test suites. The results indicate that neuron-based
criteria are more indicative of test diversity than the criteria based on boundary or surprise coverage.
A possible explanation is that the boundary and surprise coverage criteria focus on the distance
between training and test sets, while other criteria aim to measure the test adequacy of neuron
activities. For instance, KMNC measures the ratio of covered value segments within the range of
the training set.
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Answer to RQ1: Structural coverage criteria (i.e., KMNC, TKNC, NC, IDC, SNPC and ANPC)
and black-box coverage criteria (i.e., MCC) have moderate to strong correlations with the
diversity of natural inputs, and thus can be used to evaluate test diversity before deployment.
However, for SNAC, NBC, DSC, and LSC, there is limited correlation between test coverage
and test diversity.

3.3 RQ2. Setting Effects

Since many factors may affect the correlation between test coverage and the input diversity, to
answer RQ2, we investigate the impact of these factors, including the hyper-parameters and target
DNN .

3.3.1 The Effects of Criteria Hyper-Parameters. To investigate the effects of parameter settings
when distinguishing tests with different behaviors, we set different values to each hyper-parameter
of test criteria. (1) For NC, we set the predefined activation threshold t to 0.1, 0.25, 0.5, 0.75, and
0.9, respectively. (2) For KMNC, we set k to 10, 50, 100, 200, 500, 1,000, and 10,000 to study the
effects of parameter settings. (3) For TKNC, we set k to 1, 2, 3, 4, and 5, respectively. (4) For the
surprise coverage metrics (i.e., LSC and DSC), we divided the range of SA values into 10, 50, 100,
200, 500, and 1,000 segments, and calculated the ratio of covered segments. (5) For the IDC, the
hyper-parameter is the number of selected important neurons in the last layer. We set it to 4, 6, 8,
10, and 12. (6) For the boundary coverage metrics (i.e., SNAC and NBC), the values of the upper and
lower boundary are determined by the training set, so there are no hyper-parameters for SNAC
and NBC. (7) For the neuron path coverage metrics (i.e., SNPC and ANPC), we divided the range of
distance values into 10, 50, 100, 200, 500, and 1,000 segments and calculated the path coverage. To
make it clear, we use § to denote the gap between the AJD of tests from the same and different
categories, i.e., § = AVDg;r — AVDjame. The test suites are the same as that in Section 3.2.1.

Results. Figure 2 displays the values of § for criteria with different configurations. Note that for
KMNC, DSC, and LSC with #sections larger than 500, the computations of test coverage are out-of-
memory for all models except LeNet-1. The reason is that these criteria divide the range of neuron values
into k sections so that given a test for a model with n neurons, its coverage profile is a matrix with
n X k elements. Hence, we do not show these results in Figure 2. To avoid the potential impact of
training datasets, we compute the average § for each dataset separately. The larger § is, the greater
difference in coverage profiles between tests from the same and different categories. We can see
that § varies a lot when hyper-parameters get changed. Specifically, for KMNC, DSC, SNPC, and
ANPC when we increase the values of their hyper-parameters, § decreases intensively. Especially
when the number of sections is greater than 50, § is close to 0, which means AVDg4e and AVDg; ¢
are very close to each other, and tests from the same and different categories are not distinguishable
by test criteria. A possible reason is that the hyper-parameters of these criteria denote the number
of sections that a neuron value should be divided into. When the range of activation values is
divided into many segments, test criteria, such as KMNC, DSC, and LSC become more fine-grained,
causing similar behaviors to have different coverage profiles. In this case, these criteria can hardly
distinguish tests with different behaviors.

In most cases, we can see that § increases with the increase of the threshold for NC, indicating
that NC is more effective in capturing the differences between tests from the same and different
categories with a higher threshold. Similarly, for TKNC, we can also see § reaches the highest
when the top-1 active neuron (with the highest value) in each layer is used for computing coverage.
However, § drops sharply when k is 2, and then slowly climbs up with more active neurons are
considered. A possible explanation is that the most active neuron in each layer might be more
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Fig. 2. Test criteria with different hyper-parameters. For KMNC, DSC, and LSC with #sections larger than
500, the computations of test coverage are out-of-memory for all models except LeNet-1.

useful than other neurons to distinguish tests with different behaviors. However, when we take
into consideration more neurons, there are more neuron patterns, which may also be helpful
in evaluating the differences between tests with different model behaviors. Compared to other
coverage criteria, the change of § in IDC has no obvious patterns on all 9 models. One possible
reason is the randomness inherent in IDC. For example, the INCC is clustered by k-means, which
are affected by the clustering initialization.

3.3.2  The Effects of Target DNNs. Besides the hyper-parameters of test criteria, we also investi-
gate the impact of target DNNs on the performance of these criteria.

Results. Figure 3 summaries the § values of coverage criteria over 9 DNNs. Combining the results
from Figures 2 and 3, it can be observed that in terms of NC, KMNC, TKNC, DSC, LSC, SNPC, and
ANPCS§ for models from the LeNet family (i.e., LeNet-1, LeNet-4, and LeNet-5) are much higher than
§ for the rest models. Given the detailed information of target DNNs in Table 1, it can be inferred
that the effectiveness of these criteria gradually decreased when we increased the complexity
of the target DNNS, (e.g., DNNs with more neurons and layers). By analyzing the test coverage
profiles, we find that when the target model contains a large number of neurons, the ratio of the
neurons or value sections that are shared by different tests is relatively small. From the view of
these criteria, most tests have totally different coverage profiles over medium- and large-scale models.
For this reason, when the target model is too large, these test criteria may treat tests with similar
behaviors as totally different tests, which makes it difficult to measure the input-output diversity
of tests through these test criteria. Nevertheless, among these criteria, IDC is the only metric that
has no big differences over different target DNNs. A possible explanation is that IDC only focuses
on the important neurons in the last layer, which are less affected by the complexity of DNNs than
other criteria.

Answer to RQ2: The hyper-parameters have a big influence on the effectiveness of criteria. It
might be too fine-grained to distinguish tests with different functionalities due to inappropriate
settings (e.g., setting k to 1000 and 10,000 for KMNC). In addition, test criteria are much more
effective on tiny classifiers (e.g., LeNet-1) than medium- and large-scale models, and criteria
with computational feasibility are desirable.
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Fig. 4. The process of correlation analysis between test coverage and the number of natural faults in test
suites.

3.4 RQa3.ID Fault Detection

Discovering defects hidden in DNNs at an early stage can help reduce risks after deployment. To
answer RQ3, we aim to investigate the usefulness of existing DNN criteria to detect ID faults. Note
that, unlike previous studies on coverage-based adversarial attacks [56, 64, 86, 97], in this article,
we focus on natural faults that lead target DNNs to produce unexpected predictions.

3.4.1 Correlation between Coverage and the Number of Faults. We first conduct a correlation
analysis between test coverage and the fault-detection capability of same-sized test suites. We
assume that the test set of each dataset is from the same distribution as the training set.

As is show in Figure 4, given a DNN, we first randomly constructed 30 test pools. Each pool is
composed of 1,000 natural tests randomly picked from the test sets with the same error rate (i.e.,
0.1). We then randomly generated 10 test suites of the same size from each pool, and for each target
model, we finally obtained 300 test suites. Finally, we calculated test coverage with regard to each
test criterion. To eliminate the effects of test suite size, we fixed it to 100 and computed Kendall’s
7 rank correlation coefficient [39] between test coverage and the number of ID faults within test
suites.
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Table 4. Correlation between Test Coverage and the Number of Natural Faults in Test Suites (Size = 100)

DNN Model | NC KMNC TKNC IDC | NBC SNAC| LSC DSC | SNPC ANPC| MCC

LeNet-1 NaN 0.173 -0.041 —0.028 | —0.021  0.023 0.321 0.360 0.305 0.151
LeNet-4 0.061 0.077 0.042 —0.101 | 0.000 0.006 | 0.318 0.296 ‘ 0.102  0.140 | 0.0237
LeNet-5 0.030 0.016 0.063 —0.039 | 0.066 0.065 0.249 0.351 0.229 0.103
ResNet-20 -0.079 -0.011 -0.074 —0.051 0.010 0.015 0.073  0.096 | 0.096 0.030
ResNet-50 0.071  —0.021 0.020 nan —0.050 —0.047 | 0.122 0.125 | -0.143 —0.081 | —0.0145
MobileNet 0.057 —-0.023 0.085 —0.017 | —0.058 -—0.072 | 0.032  0.115 | 0.012 0.027
VGG-13 0.021 0.077 0.099 0.043 —0.054  0.035 NaN  0.142 | —-0.038 0.014
VGG-16 -0.013 -0.014  0.042 —0.039 | —=0.061 -0.074 | 0.063  0.120 | 0.022 0.005 0.0175
VGG-19 0.100  0.139 0.114 0.049 0.012  —0.029 | 0.072  0.197 | —0.038  0.039

The bold with shaded values indicate significant and strong correlations (p-value < 0.05 and absolute value of the
correlation coefficient greater than or close to 0.1).

Results. Table 4 displays Kendall’s correlation coefficients between test coverage and the number
of ID faults for 11 metrics and 9 DNN models. The experimental results for MCC are specific to
the dataset and are independent of the model structure. To be clear, we mark p-value<0.05 (i.e.,
significant correlation) with a gray background, and correlation coefficients with an absolute value
greater than or close to 0.1 are bolded. Among all the investigated criteria, only DSC is consistently
and positively correlated with the number of ID faults within test suites. For LSC, there is a positive
correlation between test coverage and the number of ID faults in LeNet-1, LeNet-4, LeNet-5, and
ResNet-50. However, the correlation between DSC/LSC and the number of ID faults is not very
strong, which is similar to test coverage for traditional software [37]. A possible reason is that with
a small test suite, high coverage may not only increase the possibility of discovering new faults
but also filter out redundant faults that cannot improve coverage. It can also be seen that with
the increasing size of target DNNs, the correlation between DSC/LSC and the number of ID faults
decreases. The observations of correlation over different DNNs are consistent with the results in
Figure 3 (RQ2). SNPC and ANPC show similar performance to LSC, the neuron path coverage is
positively correlated with the natural faults in a partial model of the MNIST dataset. The conclusion
that the correlation between coverage and ID faults decreases with the increase of model scale also
exists in neuron path coverage.

As for KMNC and TKNC, test coverage are weakly correlated with the number of ID faults in
some cases. For NC, NBC, SNAC, IDC and MCC, there is a limited correlation between test coverage
and the number of ID faults within test suites. By analyzing the coverage of these criteria, we found
that SNAC and NBC are close to 0 in most cases. For instance, in LeNet-1, there are only 3 out of
10,000 natural inputs in the test set whose neuron values are beyond the boundary of the training
dataset. In contrast, NC reaches the maximum coverage (i.e., 48.6%) on LeNet-1 with only 6 tests,
and then maintains the maximum coverage even when more tests are executed. Similarly, only a
small set of tests can reach 100% IDC coverage in most cases, leading the correlation coefficients
for IDC to be NaNs or zeros in most cases.

3.4.2 Coverage-Based Test Prioritization. To further investigate the practical use of DNN cov-
erage criteria to find ID faults, we take use of these criteria to guide test prioritization. We adopt
the coverage-addition method to test prioritization for DNNs [91]. Specifically, we started with
an empty test set. At each iteration, we computed the test coverage of the current set and then
selected the test input that improved the existing coverage the most. The process of test input
selection stopped when there exist no tests improving test coverage. By this step, we obtained a
queue of test inputs from the test pool. Then, we added the remaining tests in the descending order
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Table 5. Average Percentage of Fault Detection

| Test Prioritization Based on Structural Criteria [ Baselines
Dataset | Model

| NC KM. TK. IDC NBC SNAC LSA DSA MCC| SOCP DG.

LN-1 0.10 0.51 0.60 0.60 0.60 0.60 0.88 0.98 0.97 097

MNIST LN-4 032 053 059 059 059 059 081 096 0.76 0.96 0.96

LN-5 0.38 046 0.59 059 0.57 056 085 0.99 0.98 0.98

RN-20 | 049 050 050 0.50 050 0.50 0.68 0.86 0.81  0.81

C-10 RN-50 | 042 051 051 050 051 051 073 0.89 0.73 | 0.84 0.84

MNet 060 054 051 051 058 049 071 0.89 0.81  0.80

V-13 049 050 050 050 050 050 0.53 0.62 0.59 0.59

C-100 V-16 048 050 050 050 050 050 058 0.86 0.78 0.61 0.62

V-19 046 050 050 050 0.50 050 0.53 0.69 0.62 0.62

The bold with shaded values represent the highest APFD value achieved for each model under different
coverage metrics.

of their test coverage. By this means, we prioritize all tests based on structural test coverage. Note
that instead of the surprise coverage metrics (i.e., LSC and DSC), we use SA to prioritize tests. The
intuition behind is that a test is likely to be faulty if it is “surprise” and novel to the model, which is
the definition of SA [40]. Therefore, we prioritize tests with higher SA values for LSC and DSC (i.e.,
LSA and DSA). To evaluate the performance of these criteria, we compare coverage-oriented test
prioritization with two state-of-the-art methods for DNN test prioritization: DeepGini [23] and
softmax output as confidence prediction (SOCP) [38].

To conduct a fair comparison, we computed the APFD [91] values for nine DNN models shown

ko
in Table 1: APFD =1 - % + #, where n represents the number of test inputs, k represents the

number of ID faults, and g; denotes the order of the ith ID fault in the prioritized queue.

Results. Table 5 shows the values of APFD for different methods. The highest APFD value for each
model under different coverage criteria is highlighted with bold text and shading. The higher APFD
is, the earlier testers can find the ID faults. The experimental results for MCC are specific to the
dataset and are independent of the model structure. Overall, it can be seen that the DSA-based test
prioritization achieves the highest APFD scores over nine models among all methods. DeepGini and
SOCP achieve competitive performance with DSA. The results indicate that based on the distance
from tests to the training dataset, DSA is more effective in discovering ID defects of DNN models
than SOCP and DeepGini. Moreover, the performance of LSA is worse than that of DSA, SOCP,
and DeepGini, but better than the rest criteria. It implies that although LSA is less effective than
DSA in finding ID faults, tests that are less likely to appear in the training dataset are more likely
to be faulty.

However, it can also be seen that structural coverage criteria (i.e., NC, KMNC, TKNC, SNAC,
NBC, and IDC) and black-box coverage criteria (i.e., MCC) are less useful than the SA (i.e., DSA and
LSA) in prioritizing ID faults. Specifically, it can be seen that the performance of NC is the worst
among all criteria. The reason is that only a small set of tests (less than 1%) can reach the maximum
coverage of NC. In addition, the APFD values over ResNet-20, ResNet-50, and MobileNet are much
lower than those over the LeNet family. All methods are less effective on CIFAR-100 than MNIST
and CIFAR-10. The observation is consistent with the results in RQ1 and RQ2, which indicate that
the complexity and structure of target DNNs might affect the effectiveness of existing structural
criteria in prioritizing tests.
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Answer to RQ3: Among all the investigated criteria, only DSC is consistently and positively
correlated with the number of ID faults in test suites. DSA is an effective indicator to guide test
prioritization and can find ID faults earlier than the state-of-the-art methods. Nevertheless,
the effectiveness of DSC/DSA decreases when faced with more complex DNNs and datasets.

3.5 RQ4. 00D Detection

Considering the real deployment scenario, in this article, we also evaluate the relations between
DNN test criteria and OOD data. The reason behind that it is difficult to ensure that all test inputs are
ID data, and OOD data is also a key factor that leads to erroneous behaviors of DNN-based software.
On the other hand, DNN test criteria were proposed to execute new functionalities of DNNs by
covering new neurons, value regions, neuron paths, and so on. Hence, it is natural to measure
whether these test criteria can help identify new inputs that have never been seen or even far away
from the expected behaviors. To verify this hypothesis, we first compare the test coverage of OOD
and ID datasets, so as to study whether OOD samples can improve test coverage compared with ID
samples. Then, to investigate whether OOD samples can trigger new test units (e.g., new neurons)
that have never been covered by the training sets, we also computed the percentages of ID and
OOD samples that triggers new test units compared with the training datasets (i.e., the percentage
of samples that improve the training coverage. Finally, we apply structural coverage criteria for
OOD detection and compare them with several baselines. Moreover, since the Surprise Coverage
metrics (i.e., LSC and DSC) are based on different surprise boundaries for different datasets, to
be fair, we also compute the SA [40] (i.e., LSA and DSA) that measure the relative novelty (i.e.,
surprise) of each sample with respect to the training set.

To answer RQ4, we employed three widely-used OOD datasets that have been used in previous
studies [5, 15, 31, 32, 52, 68], i.e., FashionMNIST [83], LSUN [92], and SVHN [61]. FashionMNIST is
a MNIST-like dataset comprised of 28 X 28 grayscale article images, which contains 60,000 training
samples and 10,000 test samples. LSUN is widely used as the benchmark of scene categorization,
containing 899 categories and 130,519 images. SVHN is a real-world dataset of house numbers,
consisting of 604,388 training samples and 26,032 test samples. Each sample is a 32 X 32 image of a
house number comprised of the digits 0-9.

3.5.1 ID Coverage vs. OOD Coverage. We first study whether OOD samples produce different
DNN coverage from ID samples. We conduct experiments on 6 widely-used datasets shown in
Section 3.1). As in previous studies [5, 30, 67, 68, 84], for models trained on MNIST, CIFAR-10, and
CIFAR-100, we use FashionMNIST, LSUN, and SVHN as their OOD datasets, respectively. For the ID
datasets, since each model achieves competitive performance with high accuracy on the test sets,
we assume that most data in the test sets conforms to the L1D. assumption with the corresponding
training sets. Since the OOD datasets are much larger than the ID datasets, to conduct a fair
comparison, we randomly select the same number of samples from the OOD datasets and scale
the OOD samples to have the same dimensions as the test sets. Note that the Surprise Coverage
metrics (i.e., LSC and DSC) are based on different surprise boundaries for different datasets. To be
fair, we compute the SA values (i.e., LSA and DSA) to measure the relative novelty with respect to
the training set. For the cases where LSA can not be computed due to the singular matrix of the
activation trace, we use “-” to denote the LSA values.

Results. Table 6 shows the test coverage and the percentages of tests that improve the training
coverage over nine DNN models. Values where the percentage of tests improving training coverage
is close to or equal to 100% are highlighted in bold. The experimental results of MCC remain
consistent across different model structures within each dataset, as MCC is solely influenced by the
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Table 6. Test Coverage (Percentage of Tests That Improve Training Coverage) for ID and OOD Datasets

Training Model Test Test Coverage (Tests Improving Training Coverage) [ Surprise Adequacy
Set Set NC KMNC TKNC IDC NBC SNAC MCC ‘ LSA DSA
04 40.38% 38.27% 71.15% 100.00% 61.54% 76.92% 45.23% 1.1X% 2.5 %
N1 0.04%)  (0.00%)  (0.89%)  (0.00%)  (100.00%) (100.00%) (1.07%) 107 10°
I; 38.46% 98.27% 76.92% 100.00% 11.54% 7.69% 97.62% -7.00 0.87
0.00%)  (0.00%)  (0.00%)  (0.00%)  (0.09%)  (0.04%)  (0.37%)
0O; 62.84% 68.18% 66.89% 100.00% 54.39% 93.92% 45.23% 1.6 X 2.3 X
LN-4 (0.00%)  (0.00%)  (1.69%)  (0.00%)  (100.00%) (100.00%) (1.07%) 107 103
I 63.51% 96.28% 74.32% 100.00% 7.43% 8.78% 97.62% -3.35 0.70
0.00%)  (0.00%)  (0.01%)  (0.00%)  (0.19%)  (0.15%)  (0.37%)
MNIST O 69.78% 80.56% 60.07% 100.00% 52.05% 96.64% 45.23% 2.5X% 1.6 X
N5 (1.25%)  (0.06%)  (0.26%)  (0.00%)  (100.00%) (100.00%) (1.07%) 107 103
I; 73.88% 96.68% 70.90% 100.00% 6.16% 10.82% 97.62% -6.41 0.71
0.00%)  (0.00%)  (0.01%)  (0.00%)  (0.24%)  (0.22%)  (0.37%)
0O, 10.97% 44.87% 11.67% 75.00% 67.41% 67.43% 37.76% 7.7 X 1.1X%
RN-20 (98.60%)  (25.20%)  (84.59%)  (0.00%)  (100.00%) (100.00%) (8.98%) 10° 10°
I 7.70% 93.48% 55.02% 100.00% 13.00% 14.86% 95.43% -36.14 1.10
0.06%)  (0.07%)  (0.11%)  (0.00%)  (1.90%)  (1.12%)  (3.49%)
0O, 12.90% 35.11% 7.92% 66.67% 55.27% 58.88% 37.76% 1.3 x 9.3 X
RNS50 (100.00%) (100.00%) (100.00%) (0.00%)  (100.00%) (100.00%) (8.98%) 108 102
I 9.83% 83.63% 45.71% 100.00% 11.14% 11.95% 95.43% -31.45 1.38
0.18%)  (0.21%)  (0.24%)  (0.00%)  (3.99%)  (2.19%)  (3.49%)
c-10 0O, 20.49% 61.29% 8.55% 83.33% 6.87% 7.88% 37.76% 1.9 x 5.8 X
MNet (99.99%)  (49.98%) (84.81%)  (0.00%)  (100.00%) (100.00%) (8.98%) 10° 102
I, 34.53% 96.16% 31.65% 100.00% 12.19% 14.04% 95.43% -25.35 0.97
(1.46%)  (0.21%)  (1.98%)  (0.00%)  (14.08%)  (8.97%)  (3.49%)
O3 27.76% 35.49% 4.09% 70.00% 64.69% 45.83% 35.98% - 1.2 %
V13 (7221%)  (0.75%)  (99.82%)  (0.00%)  (100.00%) (100.00%) (12.37%) 104
I3 49.28% 99.35% 24.68% 100.00% 13.42% 11.72% 98.71% - 1.48
(0.12%)  (0.01%)  (0.25%)  (0.00%)  (5.93%)  (3.28%)  (7.68%)
O3 5.00% 19.86% 0.64% 83.33% 61.16% 59.02% 35.98% 6.3 X 8.2 X
V16 (99.12%) (0.17%)  (100.00%) (0.00%)  (100.00%) (100.00%) (12.37%) 108 10*
I3 62.72% 98.23% 59.62% 100.00% 12.93% 11.95% 98.71% 5.0 X 1.38
033%)  (0.06%)  (0.70%)  (0.00%) (14.32%)  (9.67%)  (7.68%) 104
€100 O3 13.07% 53.03% 2.30% 80.00% 75.79% 70.37% 35.98% 1.4 % 1.6 X
V19 (99.94%) (9.51%)  (99.84%)  (0.00%)  (100.00%) (100.00%) (12.37%) 108 104
Iz 51.56% 99.03% 29.16% 80.00% 16.45% 15.58% 98.71% -32.67 1.39
(042%)  (0.11%)  (0.62%)  (0.00%) (1536%) (11.07%)  (7.68%)

0; (OOD dataset 1): FashionMNIST, O, (OOD dataset 2): LSUN, O3 (OOD dataset 3): SVHN, I; (ID dataset 1): MNIST
Testset, I (ID dataset 2): CIFAR-10 Testset, I3 (ID dataset 3): CIFAR-100. Values where the percentage of tests improving
training coverage is close to or equal to 100% are highlighted in bold.

data distribution. Generally, it can be seen that the SA values (i.e., LSA and DSA) of OOD data are
much higher than those of ID data. Specifically, DSA of OOD data is 10% to 10* times higher than
that of ID data. LSA of OOD data is 10° to 108 times higher than that of ID data. The results indicate
that OOD data are novel and “surprise” to the training dataset, leading them to have high SA.

It can also be observed that with regard to NBC, OOD coverage is higher than ID coverage on
eight out of nine DNN models by 44.13% to 59.34%. For SNAC, OOD coverage is higher than ID
coverage on eight out of nine models by to 34.11%-85.82%. On the other hand, we can also observe
that almost all OOD samples improve the SNAC/NBC coverage of the training sets, while only
a few ID samples (0.04%-15.36%) touch corner regions measured by SNAC and NBC. The results
suggest that OOD data are more likely to trigger corner regions than ID data, and thus SNAC/NBC
might be indicative of OOD samples. For NC, KMNC, TKNC, and IDC, there are no significant
differences between test coverage of OOD and ID data on small-sized models from the LeNet family.
When we increase the complexity of models, it can be seen that the test coverage on OOD data
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is much lower than the test coverage on ID data. MCC, the black-box coverage criteria, exhibits
results comparable to the NC criteria. It is consistent with the fact that the distributions of OOD
and ID datasets are different, so they might have different ranges of neuron values and patterns of
active neurons.

Moreover, it can also be seen from Table 6 that with regard to all test criteria except IDC, the
number of OOD samples that improve test coverage is much larger than that of ID samples over
the models trained on models larger than the LeNet family. However, over the models trained on
MNIST, we observe no significant differences between the percentages of inputs that improve the
test coverage with regard to NC, KMNC, and TKNC. By analyzing the coverage profiles, a possible
explanation is that in small-sized DNNs trained on MNIST, both the OOD and ID datasets can easily
reach the maximum model coverage with regard to NC, KMNC, and TKNC. Therefore, it is difficult
for OOD data to improve the NC, KMNC, and TKNC coverage on small-sized models. Similarly,
it can be seen that neither of the OOD and ID data can improve the IDC coverage, since the IDC
coverage of the training dataset is close to 100% in all the models.

3.5.2 Coverage-Based OOD Detection. To further Investigate the practical use of DNN coverage
criteria to detect OOD samples, we implement the coverage-based OOD detection methods and
conduct a comparison study with two baselines: Maximum Softmax Probability (MSP) and
Outlier Exposure (OE) [32]. Note that not all coverage criteria can be converted to the OOD scores.
For KMNC, TKNC, and IDC, since every single input has the same coverage, these criteria are not
suitable for OOD detection. Instead, we use the coverage of each test with regard to SNAC and NBC
as the coverage-based OOD score. We also normalized the SA (i.e., LSA and DSA) values as the
SA-based OOD scores. The ID and OOD datasets in this experiment are the same as that in Section
3.5.1. For each experiment, we randomly selected a test set comprised of 10,000 ID samples and
10,000 OOD samples. To avoid randomness, we repeated each experiment 30 times and averaged the
results. As in previous studies [15, 42, 44, 52, 65], we use the widely-used metric Area under the
precision-recall curve (AUPR) to evaluate the performance of the coverage-based methods and
the baselines. AUPR is a threshold-unaware metric that summarizes the performance of a detection
method, a higher AUPR value means that the confidence value is credible. The precision-recall curve
is a graph plotting the precision = TP/(TP + FP) against recall = TP/(TP + FN) for confidence
by varying a threshold. In our experiment, we use the coverage of the test case as the confidence.

Results. Figure 5 illustrates the results of OOD detection. From Figure 5, it can be seen that
compared with the baselines, SNAC, NBC, LSA, and DSA are more accurate in detecting OOD data.
Specifically, AUPR is close to 100% for all the three datasets when SNAC, NBC, LSA, and DSA are
utilized to detect OOD data. Combining the results from Table 6 and Figure 5, it can be inferred
that boundary coverage and SA are more indicative of OOD samples than other structural coverage
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criteria (i.e., NC, KMNC, TKNC, and IDC). The reason behind this could be that SNAC, NBC, LSA,
and DSA are more related to the shift of the distribution between the training and testing datasets.
For instance, NBC calculates the boundary values of the training dataset and measures the ratio of
covered corner-case regions which are either higher than the upper boundary or lower than the
lower boundary. Similarly, DSA calculates the distance between the activation traces of a new input
and the training set. LSA estimates the relative surprise of a new test with regard to the training
set with KDE. Since OOD samples are selected from a different distribution from the training set,
they might be more likely to trigger the corner regions beyond the training set or have activation
traces far from those of the training set. We do not insist on using test criteria for OOD detection.
However, the effectiveness of some criteria on OOD detection does reveal their characteristics as
indicators of test adequacy and the capability to select natural inputs.

Answer to RQ4: The boundary coverage metrics (i.e., SNAC and NBC) and the surprise adequacy
metrics (i.e., DSA and LSA) are more effective indicators of OOD samples than neuron-based
criteria (i.e., NC, TKNC, IDC, and KMNC) and outperform OOD detection baselines (i.e.,
MSP and OE). Their characteristics related to the shift of distribution may contribute to their
effectiveness for OOD detection, which sheds light on proposing better coverage criteria that
are suitable for DL systems.

4 Discussion
4.1 Computational Cost

Despite some correlation with test diversity and ID/OOD faults, the computational cost of the most
investigated criteria may not be feasible. For instance, given a test, DSC requires traversing the whole
training dataset, so as to find a pair of the nearest training samples in the same/different categories
with the test. Moreover, LSA computes the Gaussian distance between a test and the training set for
every layer in a target DNN model, which also needs high computational resources. Neuron path
coverage is a coverage criterion with high computational costs, achieved by extracting abstract
paths to represent the decision logic of neural networks. It is influenced by several hyperparameters,
including path width «, the number of clusters ||, and the number of sections k. For complex neural
network structures, determining the optimal hyperparameters incurs significant computational
expense. In addition to time cost, neuron-based coverage criteria, such as NC and KMNC also
require large memory for complex DNNs with a large number of neurons. For instance, KMNC
divides the values of each neuron into a number of segments, and measures the coverage of these
segments. Therefore, the time and memory cost of KMNC depends on the number of neurons of
the target model, as well as the number of segments.

4.2 Future Research Directions

We highlight some useful insights to motivate future research on DL testing. (1) Structural coverage
criteria suitable for DNNs. Existing criteria are mostly based on the coverage on neuron states.
However, neuron-based coverage criteria are not effective enough to test DNN-based software.
First, a neuron in a DNN model plays a different role from a statement or a branch in the source
code. The activation of a neuron is not simply equal to the execution of a functionality or a feature
of DNN-based software. Therefore, high NC does not imply high testing adequacy. Second, neurons
are not equally important and independent from each other. For a feed-forward DNN, the values of
neurons in each layer depend on the outputs of the preceding layer. Hence, structural coverage
criteria that treat all neurons alike may not be suitable for DNNs. (2) Computationally feasible testing.
A majority of studies on white-box DL testing require high computational resources. For instance,
given a new test, the computation time for DSC is linearly correlated with the scale of the training
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set. The memory for NC and KMNC depends on the number of neurons and value sections in the
target model. This article motivates more computationally feasible testing methods for DNN-based
software, and inspires conducting experiments on medium- and large-scale DNN models which
are commonly used in the real world or their problem domains (e.g., object detection [99]). (3)
Testing from the perspective of generalization. Most of existing coverage criteria are proposed to
generate adversarial samples and expose erroneous behaviors [64, 86, 97]. The experimental results
in this article motivate testing and improving the generalization ability on ID and OOD natural
samples, which is significant for the deployment of DNN-based software. For instance, boundary
testing can be used to detect OOD samples that are likely to make the target model produce wrong
predictions. (4) Explainable testing. Unlike traditional software testing where failures can directly
help localize and fix bugs, the usefulness of failures to debug DNN-based software is limited except
for retraining. Due to the lack of explainability, developers have little knowledge about why a DNN
works or fails, leading tests less interesting to DNN-based software. This article inspires explainable
testing which is more informative and useful to measure and improve the quality of DNNs. For
example, compared with neuron-based coverage (e.g., NC and KMNC), SA measures the likelihood
of a test or the distance to the training dataset, revealing more semantic information during testing.

5 Threats to Validity

The validity of this study may be subject to some threats. (1) The first threat is the representativeness
of image datasets and target image classifiers, which might be not representative and have test
bias. To mitigate it, we used six widely-used datasets and nine DNN models that have been the
benchmarks for DL testing and OOD detection in previous studies [5, 30, 56, 62, 64, 67, 68, 84, 86].
The experiments on different target models show that the the complexity and structure of the target
model and dataset have a significant impact on the effectiveness of these criteria. (2) Another threat
might be the comprehensiveness of the coverage criteria used in this study, which do not cover all
test criteria for DNNs. Specifically, we do not consider test criteria for stateful DL systems [20, 36]
or non-coverage test criteria, such as top-k neuron pattern [56] which counts the number of neuron
patterns covered by tests. Due to the limited computational cost, we do not consider the use of
concolic testing [74] in this article. However, in this article, we study 11 popular structure coverage
criteria specialized for general DNNs. We also investigate the impact of the configuration settings
of these criteria. The results shed light on more effective and suitable test criteria for DNN-based
software.

6 Related Work

In this section, we review the related works on DNN structural coverage criteria, summarize recent
progress on DL testing, and introduce the related works on OOD detection.

6.1 Test Criteria Specialized for DNNs

Recently, there have been many studies that propose coverage criteria for neural networks. Pei et
al. [64] first designed NC by the ratio of activated neurons. Multi-granularity testing criteria have
been proposed in: KMNC [56].

NBC, SNAC, TKNC, and top-k neuron patterns. Inspired by combinatorial testing, Lei et al. [58]
designed a set of combination coverage criteria and systematically explored the states of DNNs
layer by layer. DeepCover [73] proposed a family of MC/DC coverage criteria that are tailored to
DNNs. They combined a symbolic approach with a gradient-based search to generate new test
cases. Based on the intuition that a good test input is supposed to be surprising to the training data,
Kim et al. [40] proposed SA to measure the “surprise” (i.e., novelty) of a given test to the training
data. Gerasimou et al. [25] designed a novel criterion specialized for DL systems, i.e., IDC. They
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established a functional understanding of the importance of DNN components, so as to measure
the semantic diversity of tests [25]. Inspired by the control flow graph of traditional software, Xie
et al. [85] proposed an interpretable coverage criteria for DNNs. They first extracted the decision
logic of the target DNN, based on which they built a decision graph. Then, they proposed path
coverage criteria to measure the extent to which the test cases have exercised the decision logic.

6.2 DL Testing Approaches

Based on NC, DeepXplore [64] designed the first white-box framework for real-world DL systems.
Tensorfuzz [62] and DLfuzz [27] proposed coverage-guided fuzzing methods tailored to DNNs.
Following this work, DeepHunter [86] implemented various mutation strategies in the fuzzing
process. DeepSearch [94] developed a black-box fuzzing technique to find adversarial samples for
image classifiers. DeepTest [75] and DeepRoad [97] explored metamorphic testing methods for
DNN-based autonomous driving systems. Sun et al. [74] proposed the first concolic testing for
DL systems. Inspired by behavioral testing in software engineering, CheckList [66] designed a
matrix of general capabilities and test types for NLP models, and provided a tool to identify critical
failures. DeepMutation [57] defined a set of mutation operators and proposed a mutation testing
framework for DL systems to measure the quality of test data. Similarly, based on the idea that
adversarial samples are more sensitive than natural inputs in mutation testing, Wang et al. [80]
proposed to detect adversarial samples at runtime by imposing mutations on DNNs. DiffChaser
[87] exploited the genetic algorithm to generate tests that lead to disagreements between version
variants of a target DNN. Du et al. [20] first conducted the quantitative analysis of stateful DL
systems. They designed two trace similarity metrics, as well as five coverage criteria for recurrent
neural networks.

To boost the efficiency of DL testing, Li et al. [47] proposed to sample from the probability
distribution of the output values in the last hidden layer of a target DNN, so as to estimate DNN
performance. For operational calibration, they further proposed a Bayesian approach to gradually
correct the confidence of a DNN model [49]. Moreover, to advance white-box testing, some studies
proposed neuron-selection strategies to select a set of internal neurons to determine the direction
of gradient-based mutation for fuzzing [27, 45]. Zhang et al. [96] prioritized tests according to
frequency of neuron activation patterns. Dola et al. [17] exploited OOD detection to corporate the
valid input space in test generation. Aghababaeyan et al. [3] proposed two diversity metrics for
black-box testing of DNNs and concluded that the proposed metrics are more reliable indicators than
DNN coverage criteria to effectively guide the testing. Ma et al. [59] investigated test selection with
real data, adversarial data, and data for retraining. For real data, they only conducted a correlation
analysis between the metrics and the binary classification result for each input. However, in this
article, we investigate the effectiveness of 11 coverage metrics with regard to the indicators of
test diversity and the detection capability of both ID and OOD faults, apply existing metrics to
applications, such as test prioritization and OOD detection, and also study the impact of hyper-
parameters and target DNNs of these criteria.

6.3 Empirical Studies on DNN Test Criteria

Inspired by the progress of DNN test criteria, many researchers conducted empirical studies toward
the effectiveness of DNN test criteria. Gannamaneni et al. [24] evaluated NC as a DNN validation
technique. They found that relatively high NC is reached early with only a few samples, however,
the final coverage might be reached slowly. They also found that the granularity of test criteria in
use determines the effectiveness to uncover faults, which is consistent with our observation. It is
noteworthy that they pointed out that OOD samples may increase NC coverage. In this article, we
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conducted a further study on 11 test coverage criteria, and conducted comprehensive experiments
on the fault-detection capabilities of these criteria for both ID and OOD samples.

Weiss et al. [82] conducted a large-scale study on test prioritization for DNNs. They compared
seven DNN test criteria with five uncertainty metrics on eight datasets. In this article, we reached
the same conclusion that DSA is the most effective metric among all DNN test criteria when
detecting ID faults. However, as observed from Table 5, DSA achieved slightly better performance
than DeepGini in our experiments, while in their article DeepGini achieved the best performance
among all methods. The differences come from the different implementation details, i.e., for the
case where the dimension of the activation value is equal to 3, we followed the original article that
proposed DSA/LSA [40] and computed the average values of activation values for each neuron,
while they refactored the code and flattened the activation value of neurons. As a result, their
results were more easily influenced by the shadow layers with big output size, while our results
were more easily influenced by layers with a large output channel.

Fabrice et al. [28] conducted an empirical study on the relations between NC and test naturalness.
Specifically, they found that NC is not strongly and positively correlated with adversarial attack
success and output impartiality. In addition, generating adversarial samples by increasing NC is
likely to generate unnatural inputs. Unlike this article, we study the effectiveness of 11 DNN test
criteria from the perspective of correctness, to measure that whether these criteria can be utilized
to uncover natural ID faults and OOD samples, which are also key factors for erroneous behaviors
in the real-world deployment. Li et al. [46] claimed that adversarial samples are persuasively
distributed, and coverage-oriented adversarial attacks were actually adversary-oriented attacks.
Moreover, they also conducted a preliminary study on detecting natural faults using KMNC with
k to be 1,000 and 10,000. However, in this article, we first revealed that when k is too large, the
effectiveness of KMNC decreases quickly. In addition, we also conducted experiments with other
10 test criteria and found that DSA was effective for prioritizing natural ID faults.

From the perspective of adversarial robustness, Dong et al. [18] evaluated the relations between
coverage criteria and DL robustness metrics, and pointed out that existing coverage criteria have a
limited role in guiding model robustness improvement. Yan et al. [88] conducted similar work to
further prove that the coverage rate is not related to model robustness from the perspective of the
influence of coverage criteria on robustness metric and the generation of adversarial examples. Yang
et al. [90] conducted a replication study of the work by Yan et al. [88], and further demonstrated
that coverage-driven methods are less effective than gradient-based methods. Moreover, they found
that the defects generated by coverage-based methods cannot be repaired by performing adversarial
training with gradient-based methods. Hence, defensive methods specialized for coverage-driven
methods should be proposed. These studies only focused on the correlation between DNN coverage
criteria and model robustness, especially adversarial robustness. However, the correctness of DNNs
has not been considered when evaluating the effectiveness of existing DNN test criteria.

6.4 OOD Detection

Research on OOD detection can be dated back to 2017. Dan et al. [31] proposed a simple baseline
to identify the ID samples, which utilized the maximum softmax probability as the indicator. There
has been a large body of work in the field of OOD detection. The solutions range from post hoc
methods to confidence enhancement methods and OOD data exposure-based methods.

Given a target DNN model, the post hoc OOD detection methods focused on deriving OOD scores
based on the model outputs. ODIN [50] distinguished ID and OOD samples by taking temperature
scaling and input perturbation to amplify the differences between ID and OOD data. Liu et al.
[52] proposed to use energy score for OOD detection. Furthermore, Wang et al. [78] proposed
JointEnergy, applying a similar idea to multi-label classification scenarios. Recently, React [72]
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was proposed to detect OOD data by using mismatched BatchNorm [38] statistics estimated on ID
and OOD data. While these methods were mainly based on input perturbation, Huang et al. [35]
proposed GradNorm, which derived the score function from the gradient space.

Prediction confidence was also widely exploited for OOD detection. Terrence et al. [15] and
Wang et al. [81] estimated the decision confidence with an additional learning branch or class.
Then, they used the estimated confidence for OOD detection. G-ODIN [34] proposed a specific
loss function DeConf-C to retrain the model and detect OOD samples. Lin et al. [51] exploited
intermediate classifier outputs within the DNNs. They utilized features from the optimal depth
for OOD detection. The third group of OOD detection methods used a set of OOD samples, i.e.,
OOD data exposure-based methods. Dan et al. [32] and Dhamija et al. [16] built models to learn a
high entropic prediction and suppressed the magnitude of OOD features. Similarly, Yu et al. [93]
proposed Maximum Classifier Discrepancy, which was guided to enlarge the entropy discrepancy
between ID and OOD samples. Another method considered all OOD data in an extra class and
trained the model to separate ID and OOD data [9, 60]. Some methods applied distance metrics to
detect OOD data. For instance, Lee et al. [44] calculated the minimum Mahalanobis distances of a
sample to all class centroids for detection. Chen et al. [11] determined OOD data with the cosine
similarity between the test sample features and the class features. When no OOD data is available,
Li et al. [43] attempted to synthesize OOD samples by employing the Generative Adversarial
Networks [26].

In this article, we investigate the practical use of existing structural criteria on OOD detection.
The results show that the boundary test metrics (i.e., SNAC and NBC) and the SA metrics (i.e., LSA
and DSA) are more indicative of OOD samples than other criteria, which might be used for OOD
detection.

7 Conclusion

This article presents the first comprehensive study on the effectiveness of DNN test criteria towards
model correctness. Considering the real-world deployment, we first investigate whether a test suite
with high test coverage indicates a high test diversity. Then, we classify the threats to correctness
into ID faults due to the generalization problem and OOD samples which are beyond the goal of the
model. Our findings are as follows: (1) For measuring the diversity, coverage criteria considering
the relationship between different neurons are more effective than coverage criteria that treat each
neuron independently. For instance, the neuron-path criteria (i.e., SNPC and ANPC) show high
correlation with test diversity, which is promising to measure test diversity for DNNs. (2) The
hyper-parameters have a big influence on the effectiveness of criteria, especially those relevant to
the granularity of test criteria. Meanwhile, the computational complexity is one of the important
issues to be considered when designing DL test coverage criteria, especially for large-scale models.
(3) Test criteria related to data distribution (i.e., LSA and DSA, SNAC, and NBC) can be used to
prioritize both ID natural faults and OOD inputs. Furthermore, for OOD detection, the boundary
metrics (i.e., SNAC and NBC) are also effective indicators with lower computational costs and higher
detection efficiency compared with LSA and DSA. These findings motivate follow-up research on
scalable test coverage criteria that improve the correctness of DNNs.
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